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Introduction
Data privacy is a priority for all employers but especially those with operations in more than one country.
It impacts all aspects of the employment relationship and, with the increase in data transfers between
businesses and across borders, employers often need to comply with multiple laws to minimize the risk
of significant fines and liabilities.
A Regional Guide to Employee Data Privacy is designed to help employers navigate the specific, and increasing, challenges of
handling employee data in different jurisdictions. Covering 24 key countries, the guide contains the following:
•

Key Questions & Answers – covering applicant and employee personal data, privacy statements and policies, retention
periods for employee data, transfers of employee data overseas and to third parties, sanctions for breach and potential
pitfalls for employers;

•

GDPR Overview – highlighting the major changes and requirements introduced by the new European General Data
Protection Regulation (“GDPR”), affecting businesses both within and outside the European Union; and

•

“In Brief” and “In Detail” Guidance – providing both quick reference and more detailed content across all jurisdictions.

We hope that you will find this publication useful. It has been compiled by lawyers from a major international law firm as well as
partner law firms in other jurisdictions.

USER GUIDE

August 2018

HOME

GDPR
OVERVIEW

COUNTRIES

DIRECTORY
SCROLL DOWN

A Regional Guide to Employee Data Privacy

GDPR Overview
The new European General Data Protection Regulation1 (“GDPR”) came into force throughout the European
Union (“EU”) on May 25, 2018. Unlike previous European data protection legislation, the GDPR does not require
implementing national legislation, but is directly applicable. It introduces significant changes and additional
requirements that will have a wide-ranging impact on employers both within and outside the EU.
Key Changes and Additional Requirements
•

European data protection law can now apply worldwide – The GDPR covers not only the processing of
personal data by an establishment of a controller or processor in the EU, regardless of whether the processing
takes place in the EU, but also organizations outside of the EU insofar as their data processing activities are
related either to offering goods or services to EU individuals, or to monitoring their behavior within the EU.

•

Tougher sanctions – The maximum fine for a breach of the GDPR has been substantially increased to a
maximum of 4% of an enterprise’s worldwide turnover, or EUR 20 million per infringement, whichever is
higher.

•

A new data breach notification obligation – Organizations now have to notify the relevant data protection
authority of a breach without undue delay and where feasible within 72 hours. A notification must also be
made to the individuals affected without undue delay where there is a high risk to their rights and freedoms.

•

New data privacy governance, record of processing activities and impact assessment requirements –
Many organizations now need to appoint a data protection officer to be responsible for implementing and
monitoring that organization’s compliance with the GDPR and to carry out assessments of the organization’s
data processing. Organizations are now also required to maintain a record of their processing activities and
undertake data protection impact assessments for higher risk processing.

•

A requirement to implement “privacy by design” and “privacy by default” – Businesses must now take a
proactive approach to ensure that data protection is already integrated when technology is created and
implemented, and that an appropriate standard of data protection is the default when personal data is being
processed.

1

The full text of the GDPR is available here
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GDPR Overview (continued)
•

Stronger rights for individuals – Employees now have the following rights, and organizations will need to
determine how they will enable their employees to exercise them:
‒

Access and information: Employees can request a copy of the personal data their employers hold about
them, and must be informed of, among other details, the purposes of processing, the categories of
personal data concerned and the recipients to whom the data will be disclosed.

‒

Rectification: Employees can request correction of any incomplete or inaccurate information.

‒

Erasure (right to be forgotten): Employees have the right to request deletion or removal of their
personal data if they have been processed unlawfully, are no longer needed for their original
or another lawful purpose, have to be erased for compliance with a legal obligation, or if the employee
has withdrawn his/her consent or exercised his/her right to object to processing.

‒

Objection to processing: If the employer relies on legitimate interests for processing, the employee can
object to this processing on grounds relating to his/her particular situation.

‒

Restriction of processing: Processing needs to be restricted if the employee contests the accuracy of the
data, if the processing is unlawful or if the employer no longer requires the data for their original
purpose, but the employee needs them for the establishment, exercise or defense of legal claims.

‒

Data portability: Employees can request a copy of their personal data in a machine-readable format
in order to transfer them to another recipient. Where technically feasible, the employer can also be
required to carry out the transfer directly.

•

Enhanced requirements for the supply chain – Businesses must only use other parties to process personal
data that provide sufficient guarantees that they will implement appropriate security measures to satisfy
the requirements of the GDPR. These service providers will now be held accountable for their own level of
appropriate security, must document their processing to the same extent under the GDPR and must obtain
prior consent to employ sub-processors. Existing contracts with third parties therefore need to be reviewed
and are likely to require amending.

•

One-stop shop principle – For organizations operating in more than one EU Member State, the GDPR
implements a so-called one-stop shop principle. Such organizations will be able to liaise with one data
protection authority (the “lead authority”). The lead authority is tasked with coordinating actions regarding the
cross-border activities, thereby closely involving other authorities.
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GDPR Overview (continued)
In addition, particular areas of concern for employers are:
•

Processing and consent – The GDPR enhances the requirements for a valid consent. It needs to be given freely,
be specific, informed and unambiguous, and must take the form of an affirmative action or statement. In
addition, data subjects have the right to refuse and to withdraw their consent at any time. In principle, consent
can also be the legal basis for data processing in an employment situation. However, due to the imbalance of
power between employer and employee, it may be questionable whether the consent was voluntary; often,
employees will feel that they have no option but to consent.

•

Special categories of personal data – Some special categories of personal data (“sensitive data”) are more
closely protected. This is information that relates to someone’s race or ethnicity, political opinions, religious or
philosophical beliefs, trade union membership, health, sex life and sexual orientation, and genetics/biometrics.
In addition to the requirements described above, consent to the processing of these categories of data must be
explicit, making it even more difficult for employers to rely on consent.

•

International transfers of data – Cross-border data transfers may only take place if the transfer is made to
an “adequate jurisdiction,” or if appropriate safeguards have been provided. Third countries (i.e., countries
outside the European Economic Area (“EEA”)) can be determined “adequate” if the European Commission
finds that they ensure an adequate level of data protection. Such an adequacy decision has, in particular, been
adopted with regard to the EU-US Privacy Shield framework, thus allowing data transfers to US companies that
have self-certified under the Privacy Shield. A transfer to countries lacking this status requires a lawful data
transfer mechanism, such as standard contractual clauses adopted by the European Commission, or binding
corporate rules that have been approved by the competent data protection authorities.

While many employers have taken steps to ensure compliance with the GDPR, it will have a continuing impact on
businesses both within and outside the EU.
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In Brief

Hungary
In Brief
1. Does employee data privacy law in your
jurisdiction go beyond the GDPR?
The amended Hungarian Data Protection Act (the “Data
Protection Act”) has now been harmonized with the GDPR
and does not contain special rules that would go beyond
the GDPR. The proper interpretation is that both the Data
Protection Act and the GDPR have to be applied in parallel.

2. Is there a law regulating applicant personal data?
In addition to the GDPR, the Data Protection Act and the
Labor Code contain general rules regarding the processing
of the applicant’s personal data, in particular, what kind of
information and what kind of tests/examinations may be
requested from the applicant.

3. Is there a law regulating employee personal data?
In addition to the GDPR, the Data Protection Act and the
Labor Code regulate employee personal data.

4. Do I need to have a privacy statement or
agreement?
A privacy policy is not a requirement; however, it is
advisable. Informing employees about the processing of
their personal data is a requirement under the GDPR.

6. Can I transfer employee data overseas?
Yes, subject to conditions.

7. Can I transfer employee data to a third party?
Yes, subject to conditions.

8. What are the consequences of breach?
Alongside the penalties under the GDPR, under local data
protection laws, the data protection authority may impose
a fine of up to HUF 20 million/EUR 65,000.

9. What are the main pitfalls?
The monitoring of employees during work is a hot topic
in Hungary, and it is only legal in certain circumstances. A
workplace may only be monitored by cameras subject to
the following conditions:
(a) employees must receive information about the camera
surveillance;
(b) visitors to the site should be reminded that camera
surveillance is taking place; and
(c) internal rules should regulate how the cameras are
placed and the recordings are stored, reviewed, used
and deleted.

5. How long must I retain employee data? What is
best practice?
Generally, personal data should be kept for no longer than
necessary for the purposes for which the personal data are
processed. Although there are no explicit rules in Hungary,
retention periods may be governed by the relevant
limitation periods for the applicable data and/or eligibility
requirements for pension/social security benefits.
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In Detail
1. To what extent does employee data privacy law in your jurisdiction go beyond the GDPR?
The key legislation in Hungary regulating data protection issues is Act CXII of 2011 on the Information Self Determination
Right and Freedom of Information (the “Data Protection Act”). The Data Protection Act has now been harmonized with
the GDPR with the most recent amendment containing rules that are compatible with the GDPR. The Data Protection Act
does not go beyond the GDPR. According to the interpretation of the Hungarian Data Protection Authority, the two laws
have to be applied in parallel. The specific local regulations required by the GDPR (e.g., codes, requirement to carry out
data protection assessments) are not yet available.
According to the amended Data Protection Act, the Hungarian Data Protection Authority is appointed as the supervisory
authority in Hungary within the meaning of the GDPR. Regarding fines, the Data Protection Act provides that the Data
Protection Authority will sanction a possible breach of the GDPR first by giving a warning to the controller.

2. Is there a law/Code or other similar document regulating the collection, use and/or handling of an
applicant’s personal data in your jurisdiction?
There is no specific law regulating the applicant’s personal data. The general rules of the GDPR, Data Protection Act and
the Labor Code have to be applied.
Act I of 2012 on the Labor Code (the “Labor Code”) provides specific rules regarding the protection of the employees’
personal data that should be taken into account when processing an applicant’s personal data. According to the Labor
Code, an employee may be required to make a statement or to disclose certain information only if it does not violate his/
her privacy rights and, if deemed necessary for the conclusion, fulfillment or termination of the employment relationship.
An employee may be required to take an aptitude test if this is prescribed by employment regulations, or if deemed
necessary with a view to exercising rights and discharging obligations in accordance with employment regulations.
As a general labor law principle, the rights relating to the personality of employees may be restricted if deemed strictly
necessary for reasons directly related to the intended purpose of the employment relationship and if proportionate for
achieving its objective. The means and conditions for any restriction of rights relating to personality, and the expected
duration, should be communicated to the affected employees in advance.
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When an applicant wishes to apply for a position at the employer, he/she has to provide his/her personal data. Before
sending the personal data, the applicant has to receive detailed information about the processing of his/her data,
including:
•

the legal title of the data processing, its purpose and duration;

•

the possible data transfer to third parties; and

•

the rights and remedies of the applicant in connection with the data processing.

The above information sheet has to be available to the applicant, and he/she has to approve it before consenting to send
the personal data to the employer.
Applicant data may be stored and processed only when it is strictly necessary for the given purpose. So, if the position
is filled and the applicant is refused, his/her personal data has to be deleted, unless the applicant specifically consented
to store and process his/her personal data for the purpose of information about future open positions. If the applicant
initiates a legal dispute against the employer because of the refusal (e.g., breaching equal treatment rules), the data may
be processed until the legal procedure is completed with a final and non-appealable court decision.
For the transfer of applicant data overseas or to a third party, please see responses to questions 6 and 7.

3. Is there a law/Code or other similar document regulating the collection, use and/or handling of an
employee’s personal data in your jurisdiction?
The Data Protection Act was harmonized with the Directive 95/46/EC of the European Parliament and Council of October
24, 1995 on the Protection of Individuals with regard to the Processing of Personal Data and on the Free Movement of
Data. The Data Protection Act has also been harmonized with the GDPR. So currently in Hungary, both the GDPR and the
Data Protection Act have to be applied in parallel.
The provisions of the Data Protection Act shall apply if the main establishment (within the meaning of the GDPR) of the
controller is in Hungary or, if the main establishment of the controller is not in Hungary, but the data processing activity
carried out by controller or processor is connected to the provision of products or services provided to data subjects
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residing in Hungary, or it is connected to the monitoring of the data subjects in Hungary. The provisions of the Data
Protection Act shall not apply to data processing of natural persons for their own personal purposes. According to the
definition of the Data Protection Act, “personal data” shall mean any information relating to the data subject.
The Data Protection Act provides that “processing of data” shall mean any operation or set of operations that is
performed upon data, whether or not by automatic means, such as in particular collection, recording, organization,
storage, adaptation or alteration, use, retrieval, disclosure by transmission, dissemination or otherwise making available,
alignment or combination, blocking, erasure or destruction, and blocking them from further use, photographing, sound
and video recording, and the recording of physical attributes for identification purposes (such as fingerprints and palm
prints, DNA samples and retinal images).
The Labor Code provides specific rules regarding the protection of the employees’ personal data. As noted above, the
rights relating to the personality of employees may be restricted if deemed strictly necessary for reasons directly related
to the intended purpose of the employment relationship and if proportionate for achieving its objective. The means and
conditions for any restriction of rights relating to personality, and the expected duration, should be communicated to the
affected employees in advance.
Employers shall be allowed to monitor the behavior of employees only to the extent pertaining to the employment
relationship. The employers’ actions of control, the means and methods used, may not be at the expense of human
dignity. The private lives of employees may not be monitored. Employers have to inform their employees in advance
concerning the technical means used for the surveillance of employees.

4. Is there a legal requirement to have a document (e.g., privacy policy, personal information collection
statement, agreement) to deal with an employee’s personal data?
There is no requirement in Hungary to have a privacy policy or other data protection internal regulation; however, it is
standard in Hungary that a data privacy policy regulates all issues in connection with the data processing. The amended
Data Protection Act, in compliance with the GDPR, provides that the controller and processor shall keep records about all
data processing activities, personal data breaches and the actions carried out in connection with access to personal data.
Such records shall contain, in particular, the name and contact details of the controller and processor, the purpose of the
data processing, the transfer of data, the scope of the data subjects and data processed, the legal title of processing, and
the date of the deletion of data. Maintaining such records is obligatory for employment-related databases as well.
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In connection with the GDPR, it is now also common that employees are informed about all details of the processing of
their personal data, including the hiring process, the data transfer to third parties, the various data retention periods,
engagement of processors acting on behalf of the employer (controller), transfer of data within the company group for
internal administration/HR purposes, camera recording at the workplace, use of GPS in the company cars and application
of whistleblowing systems. In the case of camera recording, this has to be regulated in detail. The whistleblowing system
generally also needs detailed internal rules. The company car policy may contain the rules for the application of the GPS
system and monitoring the employee’s route during daily work which would also have privacy implications.
As a general principle, the employee has to be notified of all circumstances regarding the processing of his/her
personal data in connection with the employment. Therefore, it is advisable to implement an employee data processing
information sheet that is available to all employees (e.g., on the internal intranet). This information sheet/policy has to
detail:
•

the legal title and purpose of the data processing;

•

the types of data that the employer processes about the employees;

•

the duration of processing of the various scopes of data;

•

the transfer of data to third parties (within the group, for accounting or payroll purposes);

•

camera recording in the workplace or other technical equipment used to monitor the employees (GPS used in the
company cars);

•

rules of web usage and monitoring of emails;

•

rules of using entrance cards; and

•

the rights and remedies available in case of unlawful data processing.

5. For how long must an employer retain an employee’s personal data? What is best practice?
According to the general “data minimization” and “storage limitation” principles of the GDPR, personal data must be
adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed, and shall
not be stored for longer than it is strictly necessary for the given purpose. According to the amended Data Protection
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Act, if the storage period is not regulated by legal regulation or binding EU law, the controller has to review whether
the given data processing is still necessary for the given purpose at least every three years. The result of this review has
to be documented and stored for 10 years and, in the case of any request, has to be provided to the Data Protection
Authority. This periodic review could be required in the case of labor law data processing as well. The first review has to
be completed by May 25, 2021 for data processing started prior to May 25, 2018.
In Hungary, there are no clear and explicit rules for how long HR data may be stored. The general labor law statute
of limitation period is three years; for claims for breach of privacy rights and claims for compensation the statute of
limitation is five years. So, as a general approach, after the five-year statute of limitation period from the end of the
employment has passed, the HR data has to be deleted. Those data that are required for tax returns may be processed
until the expiry of the tax statute limitation period (which is five years from the end of the year when the tax return is
due). The data required for financial returns have to be stored for eight years.
Although not explicitly regulated by law, employee data that are required for the eligibility to pension or other state
benefit cannot be deleted because they might be necessary when the employee reaches the pension age or even
thereafter (e.g., potentially 50 to 70 years after termination of employment). Such data may include the name, tax
number, start and end of the employment, and the salary paid to the employee which form the basis of the pension
entitlement.
It is advisable to regulate the retention deadlines in an internal policy or in the information letter available to the
employees with the details of the HR data processing.

6. What are the legal restrictions on transferring employees’ personal data outside your jurisdiction?
According to the Data Protection Act, personal data may be transferred to a controller or processor located in a third
country (outside of the EU/EEA) if (a) the data subject expressly consented to the data transfer or (b) the data transfer is
required for the purpose of the data processing and, in this regard, the general requirements of the data processing are
fulfilled, and in the third country or at the controller or processor in the third country the adequate level of protection is
fulfilled.
An adequate level of protection is required. This will not present any problem for countries in the EU/EEA. For other
countries, if the European Commission has not already decided that they provide an adequate level of protection,
appropriate safeguards must be in place. These include binding corporate rules, standard data protection clauses,
approved certification mechanisms or other mechanisms. In the absence of these safeguards, data transfers may
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still take place in specific situations (e.g., where the data subject has explicitly consented after being informed of the
possible risks, it is necessary for the essential interests of the data subject or another person, it is necessary to remedy a
significant danger or is in the public interests of an EEA or third country).

7. What are the legal restrictions on transferring employees’ personal data to a third party?
The data transfer qualifies as a type of data processing, so the transfer of employee data to a third party is possible
if there is a general legal title for the processing as provided by Article 6 of the GDPR (consent of the data subject,
legitimate interest, performance of a contract).
In addition to the general requirements of the GDPR, the Data Protection Act provides that, prior to the data transfer,
the controller or the processor has to double-check the accuracy of the data. If the controller or processor finds that
the data are inaccurate, not up to date or deficient, such data may be transferred only if the transfer is indispensably
necessary for the purpose of the data processing, and the controller or processor informs the transferee of the accuracy
of the data.
As a general principle, the Labor Code provides that the employer has to inform its employees about the processing
of their personal data. The employer is permitted to disclose facts, data and opinions concerning an employee to third
persons in the cases specified by law or upon the employee’s consent.
In the interests of fulfilling the obligations stemming from an employment relationship, the employer is authorized to
disclose the personal data of an employee to a controller as prescribed by law, indicating the purpose of disclosure, of
which the affected employee shall be notified in advance.
Based on these rules, employee data may be transferred to a payroll agent for further processing with a notification
sent to the employees. This can be made in the general employee data protection information letter that all employees
receive.

8. What are the consequences of breaching privacy laws in your jurisdiction?
Depending on the nature of the breach, there are substantial fines for non-compliance with the GDPR:
(a) Up to EUR 10 million or, in the case of an undertaking, up to 2% of the total worldwide annual turnover of the
preceding financial year, whichever is higher; and
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(b) Up to EUR 20 million or, in the case of an undertaking, up to 4% of the total worldwide annual turnover of the
preceding financial year, whichever is higher.
The Data Protection Authority may also initiate an administrative procedure itself or based on the request of an
applicant. During such investigation, the Authority reviews the employer’s compliance with the data protection laws.
In its resolution adopted in administrative proceedings for data protection, the Authority may:
(a) impose all those sanctions that are provided in the GDPR;
(b) establish the unlawful handling or processing of personal data;
(c) order the revision of any personal data that is deemed inaccurate;
(d) order the blocking, erasure or destruction of personal data handled or processed unlawfully;
(e) prohibit the unlawful handling or processing of personal data;
(f) prohibit the cross-border transmission or disclosure of personal data;
(g) order the information of the data subject, if it was refused by the controller unlawfully; and
(h) impose a financial penalty on the controller or processor.
The Authority may also issue an order to have its resolution published, including the controller’s particulars, if the case
concerns a large segment of the population, is connected to the activity of a body with public service functions or if
public disclosure appears justified on account of the gravity of the infringement.
The amount of the financial penalty imposed shall be between HUF 100,000 and HUF 20 million (between EUR 300 and
EUR 65,000). This fine is in addition to the sanctions and fines imposed by the GDPR.
The Authority shall decide whether or not to impose a penalty, and the amount of the penalty, by taking into account
all circumstances of the case, in particular the number of data subjects affected by the infringement, the gravity of the
infringement and whether it is a repeat offense.

August 2018

HOME

GDPR
OVERVIEW

COUNTRIES

DIRECTORY
SCROLL DOWN

A Regional Guide to Employee Data Privacy
In Brief

In Detail

Hungary
In Detail
9. What are the main pitfalls or areas to watch out for in your jurisdiction regarding the collection, use
and/or handling of an employee’s personal data?
A hot topic and a pitfall could be video recording/camera surveillance/voice recording during work that all qualify as data
processing. This practice is legal if special conditions are fulfilled.
For example, the employer has to give information about camera surveillance to the employees. This information has to
include the following:
•

the legal title of the recordings (e.g., the relevant provision of the Data Protection Act or the EU Data Protection
Directive that makes the data processing possible);

•

the position of the cameras and the purpose of the camera positioning (e.g., monitoring those assets which are
protected);

•

the purpose of the surveillance (e.g., the protection of assets);

•

the name of the entity that operates the recordings;

•

the duration and place of storing the recordings;

•

the data security measures taken by the operator in connection with storing the recordings;

•

the scope of people entitled to review the recordings (e.g., only authorized employees at the employer);

•

the rules of reviewing the recordings and for what purposes the employer may use the recordings; and

•

the rights and remedies available to the employees (e.g., they can turn to the compliance or HR officer if they believe
that their privacy rights have been violated and then turn to the data protection commissioner).

The information must be simple, clear and understandable for the employees and must include all the above topics. A
general notification that “camera surveillance is taking place at the work site” is not sufficient. The employer must also
be able to prove that the employees received the information about the camera surveillance.
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The monitoring should have a legitimate purpose. As an example, asset protection can be a legitimate purpose for
camera monitoring. However, monitoring of the employee’s work performance or his/her behavior are not permitted
purposes of the monitoring.
No cameras may be placed in places that might breach the privacy of the employees or other individuals (e.g., a dressing
room, shower room, toilet). If, however, no one is authorized to enter the site (e.g., on public holidays, rest days), the
whole area of the site may be monitored.
The records have to be deleted within three working days unless the film has to be used for a specific purpose, especially
in criminal proceedings or other investigation.
In addition to the above, an on the spot brief information sheet must be made available for all those persons (e.g., third
parties, customers, visitors) who visit the site, confirming that camera surveillance is taking place (e.g., at the entrance of
the site, in the corridors, at the most important points of the site). Pictograms must also warn the employees and other
persons that camera surveillance is taking place.
It is advisable that the employer regulates in internal rules the above issues relating to camera recordings.
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Legal Statement
This publication provides information and comments on legal issues and developments of
interest to our clients and friends. The foregoing is not a comprehensive treatment of the
subject matter covered and is not intended to provide legal advice. Readers should seek legal
advice before taking any action with respect to the matters discussed herein.
© 2018 Mayer Brown. All rights reserved.
Attorney advertising. Prior results do not guarantee a similar outcome.
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